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ABSTRACT

I will describe my first-hand experiences on some fundamental aspects of data-
base therapy:

Prevention: A bit of prevention can save many megabytes worth of reloading.

Periodic checkups: There are procedures to test, diagnose and report database
errors and faults. And your own users may very well be your best detectors.

Treatment: There are good procedures for the correction of database errors and
faults. They are still primitive but can be very effective in those cases they
can now handle. And they are impressively learning to deal with new cases!

Follow-up. You cannot afford to lower your guard. You must follow up. Always.

INTRODUCTION

I have had the privilege to visit hundreds of HP3000 computer installations in
all continents and in many islands. There are "radical" differences in appli-
cations, people, software, hardware, and environment. But all of these HP3000
computer installations have the very same purpose: To maintain a bunch of bits.
The specific patterns formed by their pet configurations of such zillions of
bits are as varied as they can be, but our fellow HP3000 users all over the
world are doing exactly the same thing. It is very important to remember this!

A _bunch of bits: That is all that we really have in any computer system in

general and in any database in particular. A bunch of bits, some which are sup-
posed to be ON and some which are supposed to be OFF.

To be ON, or not to be ON: that is the BIT question!

Who is authorized to decide which bits are supposed to be on or off? Who is
responsible for detecting flip-flopped bits? Who is able to correct runaway
bits? Let's share some thoughts and feelings on these challenging subjects.
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PREVENTION

A bit of prevention can save many megabytes worth of reloading. My own personal
bias favors PREVENTION ABOVE ANYTHING ELSE. I believe prevention has the
greatest possible payoff, especially when the stakes are high.

Databases face serious health hazards. Let's discuss a few, beginning with the
more innocent-looking ones. And let's see what preventive action you can take.

Sloppy and/or disgruntled people are the worst possible hazard to a database
and to the whole computer system. If you cannot keep these jewels under con-
trol, you might as well forget everything that follows.

People can (and do) misuse software. They can use QUERY to find all the en-
tries that meet certain criteria and then delete them. They can accomplish
the same (good? bad?) thing with a ten-line BASIC program or with the equiva-
lent 100-line structured-COBOL program. It does not matter HOW they do it. If
those entries are supposed to be there (according to you), then YOU should
take some preventive action. For instance:

- Use IMAGE LOGGING and Bob Green's DBAUDIT (see reference 1) to find
out who did what, when, to which entries.

- Use DBUTIL to disable QUERY-B write access. Or assign a password to
QUERY. Or remove QUERY from your system.

- Take advantage of the powerful password-security mechanism provided by
IMAGE to restrict write-access to sensitive items or sets. Change these
passwords every now and then. Be sure to write them down and store them in
a cool, dry place which is NOT accessible to your enemies and/or friends.

- Assign a maintenance word to every database with DBUTIL (at creation
time, or later on). Change this maintenance word periodically. Assign a
password to DBUTIL itself, so people will have a harder time if/when
they decide to ERASE or PURGE your databases.

Innocent-looking application programs, as you well know, are one of the worst
threats to the consistency of a database. Your best strategy is to build a
set of application programs that spend their lives checking the application-
dependent consistency of your database. You will have to face some painful
decisions regarding tradeoffs here. But something and somebody must check
things occasionally just to be sure that obvious errors have not crept in.

Remember that your own applications software is responsible for keeping the
semantic consistency of your database. Nobody else except you and your staff
knows anything about your specific design and implementation. Therefore, you
must make sure that the effect of your applications software is constantly
monitored by your end-users, by your quality-control and auditing staff, and
(last but not least) by your programmers.

Remember also that a database is an integrated entity that has two distinct

elements: the BASE system (IMAGE in our case) and the DATA that lives there.
The best database management system in the world will be useless if the data
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you keep in it has no meaning. And it is the main responsibility of all your
application programs to maintain the validity and usefulness of that data!

People can use ACCOUNT MANAGER capabilities to purge the database's group.
Even worse, they can use SYSTEM MANAGER capabilities to purge the database's
account. You can run LISTDIR2.PUB.SYS to list all the accounts and all the
users in your system, to check their capabilities. To protect yourself, stand
right at the line printer when the printout comes out. Otherwise, somebody
will see it and everybody will know everybody's capabilities! Be sure that no
one has more MPE capabilities than the strict minimum necessary to operate.

Privileged users (and the system operator) can use SYSDUMP, STORE and RE-
STORE with IMAGE databases. As long as they know what they are doing and as
long as they store/restore fully-consistent collections of privileged IMAGE
MPE files, everything will be all right. But the moment they make one mistake,
NOTHING will be right! This is why the modules DBSTORE and DBRESTOR were
designed by Hewlett-Packard specifically to store/restore IMAGE databases.
They do some reasonableness checks to increase the probability that you are
backing up or restoring a consistent database. And they mark the database on
disc indicating the backup date and time (an important thing for logging and
recovery purposes). ADAGER's BACKUP module is functionally equivalent to
DBSTORE and DBRESTOR, but it uses just a fraction of their time and tape
resources. As an added preventive measure, ADAGER encrypts the root file as
it backs it up to tape so that nobody can FCOPY it to the line printer to find
out all the user-class passwords. (MORAL: lock up your database backup tapes
just as if they were cash. Never forget that your database may be much more
valuable than cash!)

People can store things on the wrong set of tapes, clobbering whatever data
was on the tapes! And people can restore from the wrong set of tapes, clobber-
ing whatever data was on disc! A well-organized tape-library system is a good
investment, especially if it is itself computerized (after all, you are trying,
precisely, to protect yourself from sloppy operators...)

People can physically keep your backup tapes in a hostile environment, thereby
rendering them useless. I recommend professional handling of your off-site
tape storage. And I recommend that you periodically check the validity of the
tapes kept both on-site and off-site. What would happen if you had to restore
some file from some tape that was physically impossible to read?

People can fail to backup the system at all. Whether they do it intentionally
or innocently is irrelevant: the catastrophic consequences are exactly the
same. How do you know that the tapes that are supposed to contain your full
sysdumps really contain them? Backing things up is a chore. How do you know
that your people are not taking shortcuts? I know a user who has an HP3000
machine dedicated 8 hours a day to just a single purpose: a RELOAD from the
sysdump tapes produced by other computers. If any reload has any difficulties
whatsoever, he takes immediate action to correct the problem while it is
IMPORTANT but not URGENT. Most people wait until a problem is IMPORTANT,
URGENT, and IMPOSSIBLE to solve within the given time/resource constraints.
This user was one of these people. After a near-catastrophe, he learned that
any investment in prevention pays handsome dividends in terms of everyday
health. Both his and his database's.
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